Abstract -This paper discussed the characteristics of the self-built digital resources and the requirement for long-term preservation. A backup system for self-built digital resources has been proposed based on the software and hardware features of the resources. Furthermore, simple analysis has been carried out on the proposed system.
I. INTRODUCTION
Digitalized preservation, organization and sharing are very important in digital resources construction. Self-built digital resources is an important part in digital resources construction. Self-built digital resources often appear in the form of feature databases self-created by libraries, for example, numerous well developed feature databases, dissertation databases and textbook databases are planned in library projects. Furthermore, different schools and universities also construct their own databases based on their discipline and regional characteristics, technical specialty, as well as financial budget [1] .
In order to preserve self-built digital resources for long time, two aspects have to be considered, namely, how to prevent unauthorized modification and breach to digital information, and how to maintain long-term readability and authenticity of digital information. Technology is readily available to tackle the first problem, as a number of mature techniques have been proposed world widely to prevent illegal modification and breach of digital information; therefore, it is possible to solve the first problem to some extent if technical measures can be scientifically integrated with management practice. However, how to effectively maintain long-term readability of the digital information is still an open research area, no perfect solution has been proposed so far. The major difficulties lie on the deep involvement of numerous issues in which the most important one is the adoption of standards. Adopting standards can ease the conflicts between the technological update and readability of digital information. Nevertheless, problems still remain as some standards, particularly industrial standards are commonly outdated; and it is also difficult to completely comply with standards in practice.
Currently, techniques used for long term preservation include migration technique, updating technique, conversion technique, simulation technology, and digitizing technique using graphic tablets, etc. [3] .
II. CHARACTERISTICS OF BACKUP SYSTEMS FOR SELF-BUILT DIGITAL RESOURCES
Self-built digital resources are diverse, including such resource types as WEB resources, electronic publications, scientific data, multimedia resources and electronic dissertations, etc. Furthermore, all self-built digital resources use internet to provide resource services, therefore, in addition to fully back up the content of databases, it is often required to backup server systems and data publishing environment (both will be referred as servers in the sequel). The servers which need to be backed up may run multiple operating systems such as SUN Solaris, LINUX, Windows NT, and Windows 2000, and some may have Microsoft SQL Server 2000 database and ORACLE running on them. Considering all these aspects, backup systems should have the following functions:
Backup across operating systems. Backup systems should support data backup and recovery across different operating systems such as Microsoft Windows, Unix, and IBM Aix, that is, a backup server can back up data from multiple operating platforms, thus reduce operational complexity and lower total cost of the backup work.
Automatic Backup. Backup uses system resources. In practice, a running backup job may take 60% of the CPU resource of a mini-computer server with average configuration. Besides, backup jobs will also occupy network bandwidth as well as other resources. Therefore, backups should be performed when the load of the servers is minimal, should avoid casting extra load on the servers in the peak hours. Obviously, it is essential to use unattended, automated backup systems to avoid the human interactions during the backup time which, most likely, happens at late nights or in public holidays.
Support multiple backup strategies. The famous Pareto principle holds in the backup area, namely, 20% of the data is updated more frequently with a back up probability of 80%. If every time a full backup is performed, it will inevitably waste resources and time in some cases, thus full backup is sometimes not viable. What we need the daily backup to do is to backup the delta of two consequential full backups. Therefore, we should adopt the so-called incremental backup strategy and a combination of several other backup strategies. Meanwhile, it is necessary to consider the requirement of long-term preservation when backing up data.
Efficient and safe recovery. The fundamental purpose of backup is for recovery, a backup which cannot be restored is meaningless. An important factor which the end users will use to determine the quality of a backup system is whether the system can restore the backed up data in a safe, convenient and efficient way.
Easy upgrading. It is necessary to consider possible future extension of functions when designing the system initially. For example, the designed system should be able to support database online backup, and should be easy to add functions on the client-side.
Long-term preservation. Long-term preservation of electronic resources is an important task for library resources construction in the new information environment. Long-term preservation is not only a new mission for the libraries, but also a major challenge as many technical, economic, legal and other problems emerge. Regardless of changes in the external environment, it is an essential characteristic for modern backup systems to effectively preserve data over long term, and to guarantee readability of the preserved data at any time.
Based on the analysis of requirement for self-built backup system resources, and considering multiple factors such as unified backup management and support for future storage infrastructure, we propose a backup system which will be described in the sequel.
III. DESIGN AND ANALYSIS

A. Backup system structure
The proposed backup system includes self-built featured database reservoir, primary storage, application server farms, backup / media servers, file management application servers, and remote archive storage for disaster recovery.
The backup system works as follows: A server is configured as a backup server which is responsible for system backup operation; a large capacity backup storage device, which consists of low-end storage, tape drive or tape array, is connected to the backup server. Other servers within the network which may need to have managed data backup will run backup client software which enable centralized data backup via LAN to the primary backup storage device connected to the backup server. Prior to backup operation, digital resources are classified as backup type and archive type. Furthermore, data which is classified as backup type will go through duplication elimination equipment or software to further reduce size before performing actual backup operation. Meanwhile, a comprehensive backup plan and associated backup strategy will be established using the planning functions of the backup software, and all data will be backed up through centralized management. It should be noted that the local backup storage is in fact the primary storage in our case, and the primary storage will map a copy in the remote archive storage, then use the backup software to provide safe disaster recovery measures. The proposed backup system can greatly shorten time required to perform backup and disaster recovery, and is capable to achieve high security and usability for network-based data backup. Structure of the proposed backup system for self-built resources is shown in Fig. 1 . Fig. 1 A self-built backup system for digital resources B. System Backup Server backup. Self-built featured library consists of several processing computers and a processing management server. In order to ensure the smooth operation of the processing work, the operating system of all processing computers is backed up to a compact disc media. In general, all the processing computers are the same model and were purchased in the same batch, hence mo individual backup of the operating system of each processing computer is required. It is only necessary to do an individual backup for the process management server. Using server virtualization techniques such as virtual machines, the processing management server and the application server cluster which is responsible for the web database publishing and reader service can not only achieve highly efficient server performance, but also perform file backup on the server operating system. In addition, restore is simple and fast in this case.
Data backup. In the construction of self-built databases, the originally sampled or collected data need to be backed up, and the final data production also has to be backed up. However, the original and the final data types bear different usage frequency and lifecycle, hence, the archive backup of the original data often happens after the completion of the processing operation, while the product data is backed up afterwards.
Implementation of long-term preservation. Longterm data preservation is expected in the proposed backup system, therefore, migration and simulation techniques are employed to explore the characteristics of the self-built data resources in the archiving process. Specifically, archiving data and files used for reading environment are archived to the tape storage using the media server, and the archived data is regularly restored to verify its readability.
Duplication elimination. Many backup strategies can reduce the backed up data size, however, the results are still not satisfactory. On the other hand, duplication elimination techniques can achieve a data compression ratio of 1:20, therefore, in the backup system, it is viable to use data duplication elimination combined with incremental backup to greatly reduce the storage space required for a whole system backup. Namely, prior to backup, data files are divided into several blocks of data to store. In principle, the same data block in different data files is backed up only once, thus significantly eliminate duplication in data, and reduce data redundancy [4] [5] .
IV. BACKUP DATA FLOW DIAGRAM
A backup data flow diagram is shown in Fig. 2 which describes in detail how to back up the digital library data. Unlike commercial data such as bank transactions, data in digital library is not necessary to be error-free, hence the main task for remote backup is to guarantee the consistency between the remote recovery data and the existing data in the local environment. Therefore, the proposed backup system uses the idle time period such as the period from 24:00 to 08:00, and employs asynchronous PPRC (Peer to Peer Remote Copy) combined with FLASHCOPY to ensure a secured copy of the whole backup. In the case when data in the main corrupts, remote disaster recovery backup can be used to quickly restore data service..
Currently, two basic types of disk-based remote copy are commonly used in industry, namely, synchronous PPRC and asynchronous PPRC. The major problem with synchronization PPRC is that it will occupy more bandwidth when transferring through network which influences the normal system performance. As a result, the performance of the whole system will be degraded when disaster recovery is carried out.
Though asynchronous PPRC data may cause data lost problem, and asynchronous PPRC may cause inconsistency in the data if it fails to complete synchronization successfully, there is no doubt that asynchronous PPRC is far more efficient than its synchronous counterpart. As digital library has massive data, we have to select asynchronous PPRC to complete the daily remote backup.
Therefore, we propose to do remote backup through asynchronous PPRC combined with Flashcopy, as asynchronous PPRC can resolve the performance problem while Flashcopy can resolve the data lost problem. Afterwards, data is synchronized. This is a quick way to ensure that backup data can be rolled back after the data loss. In fact, two techniques complement with each other, the combined application of two techniques result in more efficient, faster and safer disaster recovery than sole application of synchronous PPRC [6] .
VI. BACKUP DATA ARCHIVE FLOW DIAGRAM.
If remote disaster recovery backup data already exists, the major task for backup and archiving is to ensure data security and to decrease data storage requirement.
Firstly, for those digital resources which are under construction or which are used in online services, part of the data do not require to be stored in the storage array in the form of long-term storage, these data can be archived directly; Furthermore, if some data do not have downloading or visiting for long time, these should also be archived according to the information life-cycle management theory. Therefore, the first step in Fig. 2 is to evaluate data to determine whether it should be backed up or to be archived, and to decide whether to use disk media or tape in backup. In the case of archiving, using tape is relatively affordable.
Secondly, duplication elimination techniques can be used to shrink size of the data that will be backed or archived; as a result, this also improves the efficiency of backup or archive operation. For the same data type, it is obvious that coping small amounts of data is much faster. Here we use duplication elimination techniques to process the source data. However, there are some exceptions, namely, duplication elimination techniques which are based on either hashing or content identification are effective only when content of data blocks are duplicated. For example, it is quite effective to apply duplication elimination techniques to the virtual machine files of service systems to greatly reduce the amount of backup or archiving data. Nevertheless, if the document is already in a compressed format such as DJVU or compressed video files, the situation becomes less optimistic. As duplication elimination takes a lot of time in comparison and calculation, it is best to do backup or archiving directly if the benefit obtained from data compression is not obvious.
Thirdly, it is necessary to determine whether the data has been backed up or archived. If data has been backed up, only incremental or differential backup should be performed; otherwise, full backup has to be done. The decision to choose differential backup or incremental backup replies on the properties for data recovery which also use the same way to restore data. Differential backup is a backup all files has changed since the last full backup. Advantages of this method are that it performs well when a full recovery is demanded, as it only involves restoring a full backup and the latest differential backup. Disadvantage is that the size of differential backups grows quickly within a week. Hence the backup data can grow to a considerable scale before the next full backup. Incremental backup only backs up the data changed in files since the last backup, regardless whether the last backup is full or incremental. The main advantages of this approach are that files backed up each day between two full backups significantly reduce the backup window and are more concise. The disadvantage is that in order to perform a full recovery, the latest full backup has to be restored, together with all subsequent incremental backups, thus incremental backup is more time consuming. Technical explanation for the backups can be summarized as follows: full backup and incremental backup can be used to reset the archive bit in a file to indicate the file has been backed up, while differential backup cannot perform the archive bit resetting [7] . In addition, it is also necessary at this stage to choose a backup or archive data storage media in the hope to be more cost-effective.
Finally, it is important to ensure the readability of backup or archive data, therefore, it is very important to perform data recovery verification. Based on the amount of backup or archiving data, as well as the differences in data backup storage hardware and archive material, it is proposed that the backup cycle should be a week or a month, while the archiving cycle should be three or six months. Of course, the six month archive cycle also takes into consideration that lower visiting amount for libraries happen at the winter and summer semester breaks for Chinese universities.
VII. SUMMARY
With the rapid development of digital library, data volume in digital resources grow rapidly, and hence data storage and backup become more and more difficult. For the self-built digital resources which focus on the unstructured data, the proposed backup system can protect data well, and reduce backup storage consumption. However, due to the imperfection of long-term preservation techniques, it is still insufficient to achieve long-term preservation of data in the system. Storage media.
Currently, a variety of digital resources are based on a binary 0 or 1 stored in some physical carrier, the digital information life depends on the physical carrier of life. The life of the disk is generally believed to be an average of 10 to 15 years, CD-ROM about 30 years, durable CD-ROM up to 100 years, but the durable CD-ROM is expensive, hence cannot be widely used. Even the most durable discs cannot be used to save printed literature for thousands years, it is also that much difference, the long-term preservation of digital information need strengthening. In addition, because the digital document carrier prone to physical or chemical change, so demanding on the storage environment. The results of the disappearance of the event information will be disastrous about digital document. Therefore, solving the long-term preservation of digital resources stored vector problem is an important challenge of digital resource conservation; it needs to be studied carefully.
Diverse formats of information resources. Library digital resources, including digital resources, whether self or mirroring database which be provided by database vendors, their format is diverse: TXT, PDF, CAJ, PDG, JPG, TIF, DJVU, MP3, MPG, RMVB and so numerous, as the storage technology of digital resources continuous development, many of the digital storage format makes a variety difficulty of network data exchange between information resources, It affects the long-term use of digital resources.
Technology obsolete. With the network information technology and its products constantly upgrading, the one hand, enhanced information processing capability makes the network cost reduction, on the other hand, the using of stored digital resources has new difficulties. As digital resources are digital electronic information resources, it needs computer equipment with certain software. With these software and hardware technology continues to upgrade, making the old and new versions of the software is not compatible, use older versions of technology to store digital resources can not read, it makes the loss of resources, loss of use value. It affects the long-term preservation of digital resources.
Network information security. In recent years, with the rapid popularization and development of the Internet, a variety of network information in the net, people can easily and freely on the Internet to read, browse, search, download a variety of network information, access to information to people has brought great convenience . However, a large number of computer viruses on the Internet, seriously affecting the information resources security on the network transmission and storage. Meanwhile, hackers also took the opportunity to infiltration, they use the computer system itself, there are a lot of flaws and weaknesses to attack, the light can not use the computer, the serious is causing severe paralysis of the network, so that preservation of digital resources is increasingly serious security problem, it cause permanent loss of digital information, it became one of the biggest threats on preservation of digital resources.
Further research will be carried out on long-term preservation technology to establish a more comprehensive, more reliable and efficient backup system.
